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DETAILED ACTION 

Information Disclosure Statement 

1. The information disclosure statements (IDS) submitted on January 18, 2002 and 
December 7, 2001 are in compliance with the provisions of 37 CFR 1.97. Accordingly, 
the information disclosure statement is being considered by the examiner. 

Claim Rejections - 35 USC § 101 

2. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

Claims 1-3,5-8,11-13,15, and 16 are rejected under 35 U.S.C. 101 because the 
claimed invention is directed to non-statutory subject matter. The claims currently recite 
of software alone and of itself and do not fall into a statutory class. It is suggested by 
the examiner that the claims be amended to include a computer readable medium 
containing instructions for performing Montgomery multiplication/product as is recited in 
the respective dependent claims. 
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Claim Rejections - 35 USC § 102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

4. Claims 1-3,5-8,11-13, and 15-28 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Monier et al. The examiner notes that the applicant's claim language is 
bracketed next to the prior art's similar limitations. 

As per claim 1, Monier et al discloses of a method for performing Montgomery 
multiplication by disclosing of receiving a multiplicand (first operand) and a multiplier 
(second operand)(col. 3, lines 38-42). The multiplicand (first operand) is represented as 
m words (at least two words)(col. 3, lines 38-45 and col. 4, lines 12-16). The multiplier 
(second operand) is represented as a series of k bits (col. 3, lines 38-45 and col. 4, lines 
12-16). The Montgomery product of the multiplicand (first operand) and the multiplier 
(second operand) is performed by multiplying the words representing the multiplicand 
(first operand) by the bits representing the multiplier (second operand)(col. 3, lines 38- 
50 and col. 4, lines 12-16). 

As per claim 2, Monier et al of discloses of a method for performing Montgomery 
multiplication (product) wherein a multiplicand (first operand X) and a multiplier (second 
operand Y) with respect to Modulus N (M)(col. 3, lines 38-42) is received. The 
multiplicand (first operand X) and multiplier (second operand Y) are represented as m 
words and as a series of k bits (col. 3, lines 38-45 and col. 4, lines 12-16). 
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As per claim 3, Monier et al teaches of a predetermined (previously selected) 
number of words representing the multiplicand (first operand) and the modulus (col. 3, 
lines 39-54). 

As per claim 5, Monier et al discloses of a method for performing Montgomery 
multiplication (product) by disclosing of receiving a multiplicand (first operand X) and a 
multiplier (second operand Y) with respect to Modulus N (M)(col. 3, lines 38-42). The 
multiplicand (first operand X) and multiplier (second operand Y) are represented as m 
words and as a series of k bits (col. 3, lines 38-45 and col. 4, lines 12-16). A word 
length of k bits and a number of words p (e) is selected (col. 3, lines 38-54). The 
multiplier (second operand Y) and Modulus N (M) are represented as p (e) words) of 
length k (w) bits (col. 3, lines 38-54 and col. 4, lines 12-16) wherein it is interpreted by 
the examiner that p (e) words can be any value, including at least 2. An intermediate 
value of a first word of the Montgomery multiplication (product) is obtained based on the 
product of a word of the multiplier (second operand) and a bit of the multiplicand (first 
operand)(col. 3, lines 38-54 and col. 4, lines 1-28). 

As per claim 6, it is taught by Monier et al that product of the word length k (w) 
bits and the number of words p (e) is we > m (col. 3, lines 39-54 and col. 16, lines 5-12). 

As per claim 7, Monier et al recites of obtaining an intermediate value of a 
second word of the Montgomery product based on a product of a second word of the 
multiplier (second operand) and a second bit of the multiplicand (first operand) in 
parallel with obtaining the intermediate value of the first word (col. col. 3, lines 39-54 
and col. 4, lines 4-28). 
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As per claim 8, it is disclosed by Monier et al of updating the intermediate value 
of the first word of the Montgomery product with a contribution from at least one product 
of a second selected bit of the multiplicand (first operand) with at least a second 
selected word of the multiplier (second operand)(col. 3, lines 39-54 and col. 4, lines 4- 
28). 

As per claim 1 1 , Monier et al teaches of a method for coding plaintext, the 
plaintext is represented as a series of binary bits and performing word-wise by bit-wise 
Montgomery multiplication of a digital representation of the plaintext with a multiplier 
(col. 3, lines 38-45 and col. 5, lines 57-63). 

As per claim 12, it is disclosed by Monier et al that the multiplier is the digital 
representation of the plaintext (col. 5, lines 57-63). 

As per claim 13, Monier et al teaches of a method for decrypting (decoding) a 
ciphertext, wherein word-wise by bit-wiser Montgomery multiplication of a digital 
representation of the ciphertext with a multiplier is performed (col. 3, lines 38-45, col. 5, 
lines 57-63, and col. 12, lines 45-50). 

As per claim 15, Monier et al recites of a method for supplying a multiplicand 
(first operand) and a multiplier (second operand) to a Montgomery multiplication circuit 
(module)(col. 3, lines 38-50). A word length of k (w) bits and a number of words p (e) is 
selected (col. 3, lines 38-54). The multiplier (second operand) is represented as p (e) 
words of length w (col. 3, lines 38-45 and col. 4, lines 12-16). The words of the 
multiplier (second operand) are delivered to the Montgomery multiplication circuit 
(module)(col. 3, lines 38-45 and col. 4, lines 12-45). 



Application/Control Number: 09/621 ,020 Page 6 

Art Unit: 2131 

As per claim 16, it is taught by Monier et al of representing a modulus N (M) as 
p(e) words of length k (w) bits (col. 3, lines 38-45 and col. 4, lines 12-16). The words of 
the modulus are delivered to the Montgomery multiplication circuit (module)(col. 3, lines 
38-49 and col. 4, lines 12-45). 

As per claim 17, the teachings of Monier et al disclose of a circuit (apparatus) for 
performing Montgomery multiplication of a multiplicand (first operand) and a multiplier 
(second operand) with respect to a modulus (col. 3, lines 38-49). Figure 1 shows a 
plurality of processing elements that includes inputs for words of the multiplicand (first 
operand), words of the modulus, an intermediate value of a word of Montgomery 
multiplication (product), and an input for a bit of the multiplier (second operand)(col. 3, 
lines 38-45 and col. 4, lines 12-45). A control unit is also shown in Figure 1 that is 
situated and configured to direct words of the multiplicand (first operand), words of the 
modulus, and bits of the multiplier (second operand) to the processing elements (col. 3, 
lines 38-49 and col. 4, lines 12-45). 

As per claim 18, Figure 1 of Monier et al also demonstrates of a data path along 
which words of the multiplicand (first operand) and multiplier (second operand) are 
delivered to the processing elements (col. col. 3, lines 38-49). 

As per claim 19, Figure 1 of Monier shows of processing elements, it is implied 
that task processors are contained within the teachings since task processors are 
dedicated towards specific responsibilities and in light of the teachings of Monier et al, 
to perform Montgomery multiplication. These devices receive words of the multiplicand 



Application/Control Number: 09/621 ,020 Page 7 

Art Unit: 2131 

(first operand), words of the modulus, and bits of the multiplier (second operand) to the 
processing elements (col. 3, lines 38-49 and col. 4, lines 12-45). 

As per claim 20, the teachings of Monier et al disclose of a circuit for performing 
Montgomery multiplication (product) of a multiplicand (first operand) and a multiplier 
(second operand) with respect to a modulus (col. 3, lines 38-49). Figure 1 shows a 
plurality of processing elements that includes inputs for words of the multiplicand (first 
operand), words of the modulus, an output that delivers values of words of the 
Montgomery multiplication (product)(col. 3, lines 38-45 and col. 4, lines 12-45). Monier 
et al also demonstrates in Figure 1 of a data path along which words of the multiplicand 
(first operand) and multiplier (second operand) are delivered to the processing elements 
(col. col. 3, lines 38-49). 

As per claim 21 , Monier et al recites of inputs for receiving words of the 
multiplicand (first operand), an intermediate value of a word of Montgomery 
multiplication (product), and an input for a bit of the multiplier (second operand)(col. 3, 
lines 38-45 and col. 4, lines 12-45). 

As per claim 22, Figure 1 demonstrates of a data path configured to provide a 
first selected bit of the multiplier (second operand) to the first processing element and a 
second selected bit of the multiplier (second operand) to a second processing element 
(col. 3, lines 38-45 and col. 4, lines 12-45). 

As per claim 23, the teachings of Monier et al disclose of a circuit (apparatus) for 
performing Montgomery multiplication of a multiplicand (first operand) and a multiplier 
(second operand) with respect to a modulus (col. 3, lines 38-49). Figure 1 shows a 
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plurality of processing elements, it is implied that task processors are contained within 
the teachings since task processors are dedicated towards specific responsibilities and 
in light of the teachings of Monier et al, to perform Montgomery multiplication, that 
includes inputs for words of the multiplicand (first operand), words of the modulus, an 
intermediate value of a word of Montgomery multiplication (product), and an input for a 
bit of the multiplier (second operand)(col. 3, lines 38-45 and col. 4, lines 12-45). A 
computational unit is also shown in Figure 1 that determines a contribution to an 
intermediate value of a word of the Montgomery multiplication (product) based on the 
received bit of the multiplicand (first operand) and the received words of the multiplier 
(second operand) and the modulus and outputting the intermediate value of the word of 
the Montgomery multiplication (product)(col. 3, lines 38-49 and col. 4, lines 12-45). 

As per claim 24, Figure 1 of Monier shows of processing elements, it is implied 
that task processors are contained within the teachings since task processors are 
dedicated towards specific responsibilities and in light of the teachings of Monier et al, 
to perform Montgomery multiplication. These devices receive words of the multiplicand 
(first operand), words of the modulus, and bits of the multiplier (second operand) to the 
processing elements (col. 3, lines 38-49 and col. 4, lines 12-45). 

As per claim 25, the teachings of Monier et al disclose of a circuit (apparatus) for 
performing Montgomery multiplication of a multiplicand (first operand) and a multiplier 
(second operand) with respect to a modulus (col. 3, lines 38-49). Figure 1 shows a 
plurality of processing elements that includes inputs for words (messages) of the 
multiplicand (first operand), words of the modulus, an intermediate value of a word of 
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Montgomery multiplication (product), and an input for a bit of the multiplier (second 
operand)(col. 3, lines 38-45 and col. 4, lines 12-45). A control unit is also shown in 
Figure 1 that is situated and configured to direct words of the multiplicand (first 
operand), words of the modulus, and bits of the multiplier (second operand) to the 
processing elements (col. 3, lines 38-49 and col. 4, lines 12-45). 

As per claim 26, the teachings of Monier et al disclose of a circuit (smart card) for 
performing Montgomery multiplication (product) of a multiplicand (first operand) and a 
multiplier (second operand)(col. 3, lines 38-49). Figure 1 shows a plurality of 
processing elements. The circuit (smart card) performs word-wise by bit-wise 
Montgomery multiplication (col. 3, lines 38-45). 

As per claim 27, Monier et al discloses that the multiplicand (first operand) and 
the multiplier (second operand) are non-zero values (col. 3, lines 38-49) and it is 
interpreted by the examiner that these values can be equal. 

As per claim 28, it is taught by Monier et al that the values, or first operand, can 
be an authentication value (col. 1, lines 7-15 and col. 3, lines 38-45). 
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Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

6. Claims 4,9,10, and 14 rejected under 35 U.S.C. 103(a) as being unpatentable 
over Monier et al. 

The teachings of Monier et al disclose of performing Montgomery multiplication 
by disclosing of receiving a multiplicand (first operand) and a multiplier (second 
operand)(col. 3, lines 38-42). The teachings of Monier et al are silent in disclosing of a 
computer readable medium containing instructions for performing the Montgomery 
multiplication. The examiner hereby takes official notice that the use of a computer 
readable medium containing instructions is notoriously well known. It would have been 
obvious to a person of ordinary skill in the art at the time of the invention to have been 
motivated to apply use of a instructions contained on a computer readable medium as a 
means of using a computer to execute a software program intended to use Montgomery 
multiplication. The examiner hereby asserts that it would have been obvious that the 
teachings comprise a computer readable medium for storing instructions and a 
processor coupled to memory that is configured to execute the computer readable code 
in order for the teachings to be performed as disclosed. The software program 
(computer readable code) and necessary hardware (processor and computer readable 
medium) to perform the necessary tasks are notoriously known to one of skill in the art 
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as an essential part of computing. It is obvious that the teachings exist in the form of a 
software program (computer readable code) and are utilized by the hardware, namely 
stored in memory and a processor interprets, processes, and performs the task of 
Montgomery multiplication. 

Conclusion 

7. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Powell et al, U.S. Patent 6,282,290 

McGregor, U.S. Patent 6,240,436 

Koc et al, "A Reduction Method for Multiplication in Finite Fields" 
Su et al, "An Improved Montgomery's Algorithm for High-Speed RSA Public-Key 
Cryptosystem 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Christopher A. Revak whose telephone number is 703- 
305-1843. The examiner can normally be reached on Monday-Friday, 6:30am-4:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 703-305-9648. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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